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Name of the Post:- BMS Engineer 
 

Roll No.       Name: 
 

Date of Examination: 25.09.2019    Time Allowed: 1 hour 
 
Signature of the Invigilator    Signature of Evaluator 

 
Total Marks : 60  

 
Multiple Choice Questions. Each Question carry 1 Mark 

 
1. In a three phase, delta connection, ——- 

 
a) Line current is equal to phase current 

b) Line voltage is equal to phase voltage 
c) Line voltage and line current is zero 
d) None of the above 

 
Answer - b 

 
2. For a polyphase system, the number of Wattmeter required to measure power is 

equal to —— 
a) Number of wires 
b) One less than number of wires 

c) Number of phases 
d) None of the above 

 
Answer - b 
 

3. In a three-phase system, the voltages are separated by 
 

a. 45° 
b. 90° 
c.120° 

d. 180° 
 

Answer - c 
 
4. In a three-phase system, when the loads are perfectly balanced, the neutral 

current is 
a. zero 

b. one-third of maximum 
c. two-thirds of maximum 
d. at maximum 

 
Answer - a 
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5. Which of the following statement is true? 
a) Power is proportional to voltage only 

b) Power is proportional to current only 
c) Power is neither proportional to voltage nor to the current 

d) Power is proportional to both the voltage and current 
 

Answer - d 

 
6. A 250V bulb passes a current of 0.3A. Calculate the power in the lamp. 

a) 75W 
b) 50W 
c) 25W 

d) 90W 
 

Answer - a 
 
7. The SI unit of power is? 

 
a) kW(kilo-watt) 

b) J/s(joules per second) 
c) Ws(watt-second) 

d) J/h(joules per hour 
 
Answer - b 

 
8. ____________ helps in current measurement by placing it in ____________ 

with the circuit element. 
 

a) Voltmeter, Parallel 

b) Ammeter, series 
c) Voltmeter, series 

d) Ammeter, parallel 
 
Answer - b 

 
9. A Wheatstone bridge is balanced when the galvanometer shows __________ 

reading. 
 

a) 0A 

b) 1A 
c) Infinity 

d) -1A 
 
Answer – a 
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10. What is the amount of charcoal and salt needed for GI Pipe earthing? 

 
a. Charcoal 5 kg, salt 8 kg 

b. Charcoal 10 kg, salt 8 kg 
c. Charcoal 10 kg, salt 10 kg 
d. Charcoal 5 kg, salt 5 kg 

 
Answer – c 

 
11. For what range is the underground service lines used? 
 

a. Distance more than 25 m 
b. Distance more than 100 m 

c. Distance more than 1 km 
d. Distance more than 2 km 

 

Answer - a 
 

12. ____________ UPS monitors the line constantly for a major voltage drop and 
then switches on it's _______ and supplies output power from the battery or 

batteries until the mains voltage has been restored and is stable for a period of 
time 
 

a) Offline, inverter 
b) Online, Voltage 

c) Offline, Voltage 
d) Online, inverter 

 

Answer - a 
 

 
13. In _______________UPS, all incoming power is always converted to direct 
current, which facilitate both tops up the batteries and feeds the inverter.  

 
a) Offline 

b) Online 
c) Stand by 
d) Static 

 
Answer - b 
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14. In any reputable on-line UPS, there is also a fail-safe mechanism known as a 
____________ which on detecting failure in the inverter will throw the load on the 

mercy of the mains supply, rather than letting it drop altogether. 
 

a) Dynamic Routing 
b) Routing 
c) Static Bypass 

d) None of the above 
 

Answer - c 
 

15. Rise in voltage that goes above normal levels, potentially overloading any 
active equipment is called ____________ 

 
a. brownout 
b. Voltage kick 

c. Voltage amplify 
d. power surge 

 
Answer - d 
 

16. Fall of voltage that goes below normal levels is called ______________ 
 

a. Voltage surge 
b. power surge 
c. brownout 

d. None of Above 
 

Answer - c 
 

17. _____inside UPS provides the power when the mains supply fails? 
 

a. battery 
b. Series connection 

c. Parallel connection 
d. resistors 

 

Answer - a 
 

18. In the event of a system failure, the ___________ automatically closes the 
circuit and allows the incoming power to divert around the rectifier, batteries and 

the inverter 
 

a) Series connection 

b) Parallel connection 
c) Static Bypass 

d) None of the above 
 
Answer - c 
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19. One of the job of rectifier inside a UPS is to 
 

a) convert the incoming power from A/C to D/C 
b) to provide A/C power 

c) to enable UPS work even if other internal components fail 
d) All the above 

 

Answer - a 
 

20. VRLA battery of UPS has a life expectancy of four to six years. Here VRLA 
stands for ____ 
 

a) Very Reactive Lead Acid 
b) Valve Regulated lead acid 

c) Valve Reactive Lead Acid 
d) Very Reputable Lead Acid 

 

Answer - b 
 

21. If the Overload LED of a UPS remains illuminated even without any load 
plugged, then the UPS has most likely sustained 

 
a) a surge or fault 
b) Main Power Supply disconnection 

c) Battery leakage 
d) None of the above 

 
Answer - a 
 

22. The function of the _________ in the DG is to heat the coolant that runs 
around the engine block. 

 
a) block heater 
b) Surge Heater 

c) Coolant heater 
d) None of the above. 

 
Answer - a 
 

23. A generator may sound an alarm or simply shut down when _________ 
 

a) Coolant Level is low 
b) Coolant Level is excessive 
c) Both a & b 

d) None of the above 
 

Answer - a 
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24. AMF Panel is also referred as ____________ 
 

a) Automatic Fail Protector Panel 
b) Automatic Transfer Switch Panel 

c) Automatic Layover Panel 
d) None of the Above 

 

Answer - b 
 

25. N+1 Parallel Redundancy refers to:- 
 

a) One backup components is available for ‘N’ no. of UPS to ensure additional 

resilience 
b) ‘N’ number of backup components is available for 1 UPS to ensure additional 

resilience 
c) Either (1) or (2) 
d) None of the above 

 
Answer - a 

 
26. ________ controls the ambient environment by providing constant temperature 

and humidity conditions to costly and sensitive sophisticated electronic equipments 
throughout the year 
 

a) Precision air conditioning  
b) Comfort Air Conditioning  

c) Both (a) & (b) 
d) None of the above 

 

Answer - a 
 

27. Humidity Control Precision in PAC and Comfort AC is  
 

a) ±3～4%RH and ±15～20%RH 

b) ±5～6%RH and ±20～25%RH 

c) ±1～2%RH and ±10～15%RH 

d) None of the above 
 

Answer - c 
 

28. Temperature Control Precision in PAC and Comfort AC is  
 

a) ±0.05～0.5℃ and ±2～3℃ 

b) ±0.5～1.0℃ and ±4～5℃ 

c) ±1.0～1.5℃ and ±5～6℃ 

d) None of the above 
 

Answer - a 
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29. R22, R123 are types of _________ Refrigerants 
 

a) CFCs (Chlorofluorocarbons): 
b) HCFCs (Hydrochlorofluorocarbons): 

c) HFCs (Hydrofluorocarbons) 
d) None of the above 

 

Answer - b 
 

30. Biometric Access Control  works on the principle which provide access based on  
 

a) Chemical, behavioral or physical attributes of the person 

b) Only password-based systems  
c) Only access card systems 

d) None of the above 
 
Answer - a 

 
31. In Biometric Access Control System, an algorithm designed for signal 

enhancement is applied to the capture data in order to improve its quality, but if 
the quality is insufficient for processing:- 

 
a) User may be asked to resubmit the biometric data.  
b) User’s other information without biometric data will be sufficient 

c) Nothing can be done 
d) None of the above 

 
Answer - a 
 

32. A smoke detector uses ___________ to ionize the air; a difference due to 
smoke is detected and an _____ is generated 

 
a) Radioisotope, Alarm 
b) Radiotelone, emission 

c) Smokeione, Alarm 
d) None of the above 

 
Answer - a 
 

33. Sidewall mounted heat detector shall be located __________inches from the 
ceiling 

 
a) between 4 and 12 
b) between 15 and 20 

c) between 20 and 25 
d) None of the above 

 
Answer - a 
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34. With addressable fire alarm systems, you can:- 
 

a) Immediately cease the fire 
b) locate exactly which device has been activated 

c) Call the Firemen immediately 
d) None of the above 

 

Answer - b 
 

35. To make sure a cable can endure and continue to deliver power in accordance 
to the most stringent regulations it has to go through tests namely  

 

a) Resistance of the conductor and insulation in different temperatures 
b) Voltage tests of both the core and the complete cable 

c) Water absorption of the insulation and Long-term endurance to D.C. voltage 
d) All the above 

 

Answer - d 
 

36. Rodent repellent system is an intelligent system which helps in:- 
 

a) keeping the rodent away from the protected area through high frequency 
ultrasonic sounds. 

b) keeping the rodent away from the protected area through anti-rodents 

c) keeping the rodent away from the protected area through strong odour pest 
controls  

d) All the above 
 
Answer - a 

 
37. VESDA stands for  

 
a) Very Easily Smoke Detection Apparatus  
b) Very Early Smoke Detection Apparatus  

c) Very Early Smoke Detection Appliance  
d) None of the Above 

 
Answer - b 
 

38. FM200 is a synthetic/chemical fire suppression gas and extinguishes a fire by 
removing the free radicals or heat elements from the fire triangle. Here Fire 

Triangle refers to:- 
a) Qxygen,Heat and Smoke 
b) Qxygen, Fuel and Smoke 

c) Oxygen, Heat and Fuel 
d) None of the Above 

 
Answer - c 
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39. FM200 fire suppression is also known as 
 

a. HFC656re 
b. HFC227ea 

c. HFC229ea 
d. None of the Above 

 
Answer - b 
 

40. WLD system consists of water leak detector wld panel and ________ 
a) Highly sensitive breaker 

b) sensor cable. 
c) Funnel Ray tube 
d) None of the above 

 

Answer - b 
 

41. CO2, Foam and Wet Chemical are types of  

a) WLD 
b) Heat Detectors 
c) Fire Extinguisher 

d) None of the above 
 

Answer - c 
 

42. Which of these statements is/are true:- 

a) NVR recorders receive a pure digital signal from the cameras, video quality 
is better than compared to a DVR at the same resolution 

b) DVR recorders receive a pure digital signal from the cameras, video quality 
is better than compared to a NVR at the same resolution 

c) NVR recorders receive a pure digital signal from the cameras, but video 

quality is same as DVR at the same resolution 
d) All the above 

 
Answer - a 

 
43. A CCTV camera is a Night Vision Security camera if  

a) Red LED is seen around the lens when camera is in ON position 

b) Green LED is seen around the lens when camera is in ON position 
c) Blue LED is seen around the lens when camera is in ON position 

d) None of the above 
 

Answer - a 
 

44. In a three phase AC circuit, power is measured using:- 
a. Wattmeter. 

b. Voltmeter 
c. Gauge 

d. None of the above 
 
Answer - a 
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45. The inverter component of UPS accepts _________ which is supplied from 
________component of UPS 

 
a. A/C, rectifier & battery 

b. D/C & A/C, Static Bypass.  
c. D/C, rectifier & battery 
d. None of the above 

 
Answer - c 

 
46. The vaporization method in Precision method is 

 

a. Electrical 

b. Ultrasonic 
c. Both Electrical & Ultrasonic 
d. None of the above 

 
Answer - a 

 
47. In comfort AC, the refrigerating cycle is 
 

a. High pressure refrigerating cycle 
b. Low pressure refrigerating cycle 

c. Medium pressure refrigerating cycle 
d. None of the above 

 

Answer - a 
 

48. SPRTs refers to 
 

a. Standard Platinum Resistance Thermometers 

b. Standard Plate Resonance Thermometers 
c. Straight Plate Resistance Thermometers 

d. None of the above 
 
Answer - a 

 
49. A standard biometric access control system comprises of :- 

 
a.  access card, mouse, printer, database 
b.  access card, printer, database, monitor 

c.  sensor device, a quality assessment unit, a feature comparison and 
matching unit, and a database. 

d. None of the above 
 
Answer - c 
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50. MODBUS is a method used for transmitting information over ________ between 
electronic devices 

 
a. parallel lines 

b. serial lines 
c. wireless media 
d. None of the above 

 
Answer - b 

 
51. Modbus is an open protocol 
 

a. True 
b. False 

c. Its an ambiguous statement 
d. None of the Above 

 

Answer - a 
 

52. A heat detector is a fire alarm device designed to respond when the ________of a 

fire increases the temperature of a heat sensitive element. 

a) Residual energy 
b) Non – resistive energy 

c) thermal energy 
d) None of the above 

 
Answer - c 
 

53. In a solid joist construction heat detectors shall be mounted at the ______ of 
the joist 

 
a. bottom 
b. center 

c. top 
d. None of the above 

 
Answer - a 
 

54. The measurements and quality of a cable’s components have a direct effect on 
the cables service life. Hence Meticulous measurements are therefore made on: 

 
a. Conductor 
b. Insulation 

c. Outer sheath 
d. All the above 

 
Answer - d 
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55. Insulation shrinkage is a test executed :- 
a. so that cable can endure and continue to deliver power in accordance to 

the most stringent regulations  
b. to make sure a cable can withstand harsh conditions. 

c. both (a) & (b) 
d. None of the above 

 

Answer - b 
 

56. FM200 fire suppression systems are commonly used in: 
a) DATA Centres 
b) Communications Rooms 

c) UPS Rooms 
d) All the above 

 
Answer - d 
 

57. FM200 is a ____________ fire protection system, it is discharged into the risk 
within 10 seconds and suppresses the fire immediately. 

a. Waterless 
b. Water based 

c. Foam based 
d. All the above 

 

Answer - a 
 

58. The typical concentration of an FM200 system is normally between 
a. 9% to 10%. 

b. 7.9% to 8.5%. 
c. 11% to 12%. 
d. None of the above 

 
Answer - b 

 
59. The acronym PASS is used to describe these four basic steps. 

a) Pull (Pin), Aim, Squeeze, Sweep. 

b) Pull (Pin), Act, Safe, Squeeze 
c) Pull (Pin), Aim, Sweep, Squeeze 

d) None of the above 
 

Answer - a 
 

60. The most common night vision type used in CCTV security cameras is:- 

a. C-Mount CCTV Camera. ... 
b. Infrared CCTV Camera. ... 

c. Network/IP CCTV Camera. ... 
d. Wireless CCTV Camera. ... 

 
Answer - b 
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Name of the Post:- Helpdesk Executive 
 

Roll No.       Name: 
 

Date of Examination: 25.09.2019    Time Allowed: 1 hour 
 
Signature of the Invigilator    Signature of Evaluator 

 
Total Marks : 60  

 
Multiple Choice Questions. Each Question carry 1 Mark 

 

1. A data center is a facility that 
 

a. centralizes an organization's IT operations and equipment, as well as where it 

stores, manages, and disseminates its data.  

b. Data centers house a network's most critical systems and are vital to the 

continuity of daily operations. 

c. Both (a) and (b) 

d. None of the above 

Answer – (c) 

 

2. Which of these enterprise class data center tier is the most advanced and 

provides redundancy across the entire data center computing and non-

computing infrastructure. 
 

a. Tier 1 

b. Tier 2 

c. Tier 3 

d. Tier 4 

Answer – (d) 

3. A colocation (colo) is a data center facility in which:- 
 

a. Colo provides the building, cooling, power, bandwidth and physical security 

while the customer brings servers and storage. 

b. Colo provides the building, cooling, power, bandwidth, physical security, servers 

and storage and customer brings application for hosting 

c. Both (a) & (b) 

d. None of the above 

Answer – (a) 
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4. A server is a computer or system that provides __________to other computers 

over a network 

a. Only services 

b. Resources 

c. Either (a) or (b) 

d. None of the above 

Answer – (c) 

5. Which of the statements is/are true 
 

a. Servers usually have more processing power, memory and storage than client 

computers 

b. Servers are often referred to as dedicated because they carry out hardly any 

other tasks apart from their server tasks. 

c. Both (a) & (b) 

d. None of the Above 

 
Answer – (c) 
 

6. The following are components of a database except ________ . 
a. user data 

b. metadata 
c. reports 
d. indexes 

 
Answer – (c) 

 
7. SQL stands for ________ . 
 

a. Structured Query Language 
b. Sequential Query Language 

c. Structured Question Language 
d. Sequential Question Language 

 
Answer – (a) 
 

8. Which of the following statements are true for a database server:- 

a. the client passes SQL requests as messages to the database server and the 
server find the requested data and the result is sent back to the client over the 

network 
b. The results of each SQL command are returned over the network. 

c. Both (a) and (b) are true 
d. None of the above 
 

Answer – (c) 
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9. Which item is an example of a physical network address? 
a) IP address 

b) MAC address 
c) Workstation name 

d) Www.proprofs.com 
 

Answer – (b) 

 

10.Computer Network is 

a) Collection of hardware components and computers 

b) Interconnected by communication channels 

c) Sharing of resources and information 

d) All of the Above 

Answer – (d) 

11.Which of the following is reliable communication? 

a. TCP 

b. IP 

c. UPD 

d. All the above 

Answer – (a) 

12.What is the natural mask for a class C Network? 

a. 255.255.255.1 

b. 255.255.255.0 

c. 255.255.255.254 

d. 255.255.255.255 

 
Answer – (b) 

 
13.DHCP is the abbreviation of 

 
a. Dynamic Host Control Protocol 
b. Dynamic Host Configuration Protocol 

c. Dynamic Hyper Control Protocol 
d. Dynamic Hyper Configuration Protocol 

 
Answer – (b) 

 
 
 

 
 

http://www.proprofs.com/
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14.IPV4 Address is 
a.  8 bit 

b.  16 bit 
c.  32 bit 

d.  64 bit 
 
Answer – (c) 

 
15.DNS is the abbreviation of 

a.  Dynamic Name System 
b.  Dynamic Network System 
c.  Domain Name System 

d.  Domain Network Service 
 

Answer – (c) 
 
16.What is the meaning of Bandwidth in Network? 

a.  Transmission capacity of a communication channels 
b.  Connected Computers in the Network 

c.  Class of IP used in Network 
d.  None of Above 

 
Answer – (a) 
 

17.ADSL is the abbreviation of 
a.  Asymmetric Dual Subscriber Line 

b.  Asymmetric Digital System Line 
c.  Asymmetric Dual System Line 
d.  Asymmetric Digital Subscriber Line 

 
Answer – (d) 

 
18.What is the use of Bridge in Network? 

a.  to connect LANs 

b.  to separate LANs 
c.  to control Network Speed 

d.  All of the above 
 
Answer – (a) 

 
19.Router operates in which layer of OSI Reference Model? 

a.  Layer 1 (Physical Layer) 
b.  Layer 3 (Network Layer) 
c.  Layer 4 (Transport Layer) 

d.  Layer 7 (Application Layer) 
 

Answer – (b) 
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20. In _______________UPS, all incoming power is always converted to direct 
current, which facilitate both tops up the batteries and feeds the inverter.   

 
a) Offline 

b) Online 
c) Stand by 
d) Static 

 
Answer – (b) 

 
21. _____ inside UPS provides the power when the mains supply fails? 
 

a. battery 
b. Series connection 

c. Parallel connection 
d. resistors 
 

Answer – (a) 
 

22. VRLA battery of UPS has a life expectancy of four to six years. Here VRLA 
stands for ____ 

 
a) Very Reactive Lead Acid 
b) Valve Regulated lead acid 

c) Valve Reactive Lead Acid 
d) Very Reputable Lead Acid 

 
Answer – (b) 
 

23. AMF Panel is also referred as ____________ 
 

a) Automatic Fail Protector Panel 
b) Automatic Transfer Switch Panel 

c) Automatic Layover Panel 
d) None of the Above 

 

 

Answer – (b) 

24. ________ controls the ambient environment by providing constant temperature 

and humidity conditions to costly and sensitive sophisticated electronic equipments 
throughout the year 
 

a) Precision air conditioning  

b) Comfort Air Conditioning  
c) Both (a) & (b) 

d) None of the above 
 

Answer – (a) 
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25. How to convert table to text in Word 2010? 

a. View ribbon – Show – Convert button 

b. Layout ribbon – Data group – Convert button 

c. Insert ribbon – Table group – Convert button 

d. Page Layout ribbon – Arrange – Convert button 

Answer – (b) 

26. How to change row height in Word 2010? 

a. Edit Table from the Layout ribbon, select Row tab 

b. Properties from the Layout ribbon, select Row tab 

c. Edit Height from the Design ribbon, select Row tab 

d. Row Height from the Table ribbon, select Row tab 

Answer – (b) 

27. In Excel, What is the shortcut key to insert current date in cell ? 

a. Ctrl +; 

b. Ctrl + T 

c. Ctrl + D 

d. Ctrl + / 

Answer – (a) 

28. Which symbol do you use to start formula in MS Excel? 

a) % 

b) = 

c) + 

d) <> 

Answer – (b) 

29. In Excel, when using the Function, which reference operator is used to give 

the range? 

a) ; 

b) & 

c): 

d) = 

Answer – (c) 
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30. How can you show or hide the Grid lines in Excel sheet? 

a) Go to Tools – Options – View tab then Mark or unmarked the Grid line box 

b) Click on the Grid Line tool in the Forms Toolbar 

c) A and B Both 

d) None of these 

Answer – (c) 

31. What is the WPS button on my modem? 

a. Wi-Fi Protected Setup.  

b. WiFi Protected Security 
c. WiFi Protected system 

d. None of the above. 
 

Answer – (a) 
 

32. The "DSL" LED on the modem is blinking, which means 

a. Modem detects DSL signal 

b. Modem cannot detect a DSL signal. 

c. Modem is faulty 

d. None of the above 

Answer – (d) 

 

33. If a static IP address that is part of a DHCP pool is assigned to your computer 

and if that same IP address is then dynamically assigned to another computer 

by the DHCP server, then 

a. DHCP server will crash 

b. an IP conflict will occur 

c. client machine will crash 

d. All the above 

Answer – (b) 

 

34. Ping can 

a) Measure round-trip time 

b) Report packet loss 

c) Report latency 

d) All of the mentioned 

Answer – (d) 
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35. Which of the following is related to ipconfig in Microsoft Windows ? 

a) Display all current TCP/IP network configuration values 

b) Modify DHCP settings 

c) Modify DNS settings 

d) All of the mentioned 

Answer – (d) 

36. This allows to check if a domain is available for registration. 

a) Domain Check 

b) Domain Dossier 

c) Domain Lookup 

d) None of the mentioned 

Answer – (a) 

37. __________ command is used to manipulate TCP/IP routing table. 

a) route 

b) Ipconfig 

c) Ifconfig 

d) Traceroute 

Answer – (a) 

38. If you want to find the number of routers between a source and destination, the 

utility to be used is. 

a) route 

b) Ipconfig 

c) Ifconfig 

d) Traceroute 

Answer – (d) 

39. In the Incident Reporting the sequence should be:- 

 

a) Events involved in the incident-> Events leading up to the incident - >  Events 

immediately following the incident 

b) Events leading up to the incident -> Events involved in the incident - > Events 

immediately following the incident 

c) Both (a) & (b) are correct 

d) None of the above 

Answer – (b) 
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40. Which of the following programs is not an email client: 
a) Microsoft Outlook 2003 

b) Windows Live Mail 
c) Mozilla Firefox 

d) Outlook Express 6 
 

Answer – (c) 

 

41. The internal network of a company is very large and would like to subnet into 

smaller parts. From the options given below, the device that will not be used 

to separate LAN and still protect critical resources is 

a. The modem between computers 

b. A router between subnet 

c. An internal firewall 

d. A switch between departments 

Answer – (a) 

42. A small single site network is nothing but a 

 

a. RAM 

b. MAN 

c. DSL 

d. LAN 

Answer – (d) 

43. Which of these is not a component of an Ethernet LAN 

 

a. Fibre 

b. Access point 

c. Coax 

d. STP 

Answer – (b) 

44. What is the full form of URL? 

a. Unicode research locator 

b. Uniform read locator 

c. United research locator 

d. Uniform resource locator 

Answer – (d) 
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45. A flaw or weakness in a system’s design, implementation, or operation and 
management that could be exploited to violate the system’s security policy is 
a(n)  __________. 

a) Countermeasure 
b) Adversary 

c) Vulnerability 
d) Risk 

 

Answer – (c) 

 

46. Which one of the following devices is needed to communicate with computers 

using telephone lines? 

 

a. VDU 

b. Modem 

c. Disk 

d. CPU 

Answer – (b) 

 

47. The benefit of using a firewall for LAN is 

 

a. It provides greater security to LAN 

b. It provide stricter access control to critical resources 

c. Both 1 and 2 

d. Neither 1 nor 2 

Answer – (c) 

 

48. One can access email from anywhere with the help of 

 

a. Message board 

b. Weblog 

c. Webmail interface 

d. Forum 

Answer – (c) 

 

 

 

 

 



Page 11 of 13 
 

49. Modems are configured in such a manner that any incoming calls are 

automatically answered. Manufacturer provides inbuilt modems in many user 

computers. In this case the greatest security risk when dealing with the 

modems is 

 

a. Server access without the knowledge of network administrator 

b. Remote access without the knowledge of network administrator 

c. Local access without the knowledge of network administrator 

d.    Client access without the knowledge of network administrator 

Answer – (b) 

50. The statement which does not hold true for modems is 

 

a. The fastest transfer rate is 56kbps 

b. It stands for modulator and demodulator 

c. It uses the telephone lines 

d. All of the above 

Answer – (a) 

 

51. Which of the following is true/false statement  

i. ITIL ensures that an IT professional knows the best practices and the best 

solutions in any IT service management situation.  

ii. ITIL's framework helps improving position of organization’s in the service 

management life cycle,  

iii. It helps businesses by reducing costs while also improving IT services 

 

a. (i)-T, (ii) – T, (iii)-T  

b. (i)-F, (ii) – F, (iii)-T  

c. (i)-T, (ii) – F, (iii)-T  

d. (i)-T, (ii) – T, (iii)-F  

Answer – (c) 
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52. The ITIL best practices framework is based around five Service Lifecycle 

modules with each of them containing a number of ITIL Processes 

and Functions within it. They are: 

 

(a) Operation Strategy, Service Design, Procedural Transition, Service Operation, 

and Continual Service Improvement,  

(b) Procedure Strategy, Operational Design, Service Transition, Service Operation, 

and Continual Service Improvement,  

(c) Service Strategy, Service Design, Service Transition, Service Operation, and 

Continual Service Improvement,  

(d) Continuity Strategy, Service Design, Procedural Transition, Service Operation, 

and Continual Service Improvement,  

Answer – (c) 

53. ______________ focus on the resolution of technical issues related to computer 

applications or manage electronic systems and devices 

a) Incident Management 

b) Change Management 

c) Service Desk Managers 

d) Service Level 

 

Answer – (c) 

54. The goal of the ___________ management process is to ensure that 

standardized methods and procedures are used for efficient and prompt handling 
of all changes, in order to minimize the impact of ________-related incidents 

upon service quality, and consequently improve the day-to-day operations of the 
organization. 

 

a. Incident, Incident 

b. Change, Change 
c. Service Desk, Service 
d. Service Level, service 

 
Answer – (b) 

55. A typical ____________ manages incidents (service disruptions) 
and service requests (routine service related tasks) along with handling user 

communications for things like outages and planned changes to services 
a) Incident Management 

b) Change Management 

c) Service Desk Management 

d) Service Level 

Answer – (c) 
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56. The SLA should include not only a description of the services to be provided 

and their expected service levels, but also:- 
 

a) metrics by which the services are measured and a protocol for adding and 

removing metrics 

b) the duties and responsibilities of each party,  

c) the remedies or penalties for breach 

d) All the above 

Answer – (d) 

57. The aim of ______________ is to restore the service to the customer as 

quickly as possible, often through. a work around or temporary fixes, rather 

than through trying to find a permanent solution. 

a) Incident Management 

b) Change Management 

c) Service Desk Management 

d) Service Level 

Answer – (a) 

58. The goal of ITIL ____________ is to ensure that agreed levels of current 

IT services are provided, and future services can be delivered within agreed 
targets 

 

a) Incident Management 

b) Change Management 

c) Service Desk Managers 

d) Service Level Management 

Answer – (d) 

59. ITIL focuses on three types of options for structuring SLA:  
 

a) Service-based, Organization-based and Stakeholders SLA 
b) Service-based, Customer-based and Hierarchical SLAs.  
c) Service based, Customer based and stakeholder based 

d) None of the above 
 

Answer – (b) 

60. ITIL _________________ is a reactive process. You can use this to diagnose 

and escalate procedures to restore service. 

a) Incident Management 

b) Change Management 

c) Service Desk Management 

d) Service Level 
 

Answer – (a) 
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1. 

 

If host A sends an IP packet to host B, what will the source physical address be 

in the frame when it reaches host B? 

A. A1:A1:A1:A1:A1:A1 

B. B2:B2:B2:B2:B2:B2 

C. C3:C3:C3:C3:C3:C3 

D. D4:D4:D4:D4:D4:D4 

 

Answer: C 

 

 

 

 

 

 

 

 

 

 



 

2. 

 

A network device needs to be installed in the place of the icon labeled Network 

Device to 

accommodate a leased line attachment to the Internet. Which network device 

and interface 

configuration meets the minimum requirements for this installation? 

 

A. a router with two Ethernet interfaces 

B. a router with one Ethernet and one serial interface 

C. a switch with one Ethernet and one serial interface 

D. a router with one Ethernet and one modem interface 

 

Answer: C 

 

3.  

 



 

The host in Kiev sends a request for an HTML document to the server in Minsk. 

What will be the source IP address of the packet as it leaves the Kiev router? 

A.  10.1.0.1 

B.  10.1.0.6 

C.  10.1.0.14 

D. 10.1.1.16 

 

Answer: D 

 

4. 

 
 

Which default gateway address should be assigned to HostA? 

 

A. 192.168.1.1 

B. 192.168.1.65 

C. 192.168.1.66 

D. 192.168.1.129 

 

 

Answer: B 

 

 

 

 

 

 

 

 

 



 

 

5.  

 
When running OSPF, what would cause router A not to form an adjacency with 

router B? 

 

A. The loopback addresses are on different subnets. 

B. The values of the dead timers on the routers are different. 

C. Route summarization is enabled on both routers. 

D. The process identifier on router A is different than the process identifier on 

router B. 

 

Answer: B 

 

6.An attacker is using nmap to do a ping sweep and a port scanning in a subnet 

of 254 addresses. In which order should he perform these steps? 

A. The sequence does not matter. Both steps have to be performed 

against all hosts.  

B. First the port scan to identify interesting services and then the ping 

sweep to find hosts responding to icmp echo requests.  

C. First the ping sweep to identify live hosts and then the port scan on the 

live hosts. This way he saves time.  

D. The port scan alone is adequate. This way he saves time. 

 

Answer: C 

 

7. By examining the source and destination addresses, the application usage, the 

source of origin, and the relationship between current packets with the previous 

packets of the same session, ____________ firewalls are able to grant a broader 

range of access for authorized users and activities and actively watch for and 

block unauthorized users and activities. 



 

A. Static packet-filtering 

B. Application-level gateway 

C. Stateful inspection 

D. Circuit-level gateway 

Answer: C 

 

8. Which of the following can take place if an attacker can insert tagging values 

into network- and switch-based protocols with the goal of manipulating traffic 

at the data link layer? 

A. Open relay manipulation 

B. VLAN hopping attack 

C. Hypervisor denial-of-service attack 

D. Smurf attack 

Answer: B 

 

9. Which protocol is unsuitable for WAN VPN connections? 

A. PPP 

B. PPTP 

C. L2TP 

D. IPSec 

Answer: A 

 

10. Which of the following is a hardware requirement that either an IDS/IPS 

system or a proxy server must have in order to properly function? 

A. Fast processor to help with network traffic analysis  

B. They must be dual-homed  

C. Similar RAM requirements  

D. Fast network interface cards 

Answer: B 

 

 



 

11. “When an attacker is able to eavesdrop on network traffic and identify the 

MAC address of a computer with network previleges.” Which type of 

Wireless network threat would you classify this under? 

 A. Identity Theft   B.  Man in the middle attack 

       C.  Network Injection   D.  Accidental Association 

 

Answer: A 

 

12. An OSPF router receives an LSA, the router checks its sequence number, 

and thisnumber matches the sequence number of the LSA that the receiving 

router already has. 

What does the receiving router do with the LSA? 

 a. Ignores the LSA    b. Adds it to the database  

 c. Sends newer LSU update to source router d. Floods the LSA to the 

other routers 

 

Answer: A 

 

13. From the options below, which of them is not a vulnerability to information 

security? 

a. flood    b. without deleting data, disposal of storage media 

 c. unchanged default password d. latest patches and updates not done 

 

Answer: A 

 

14. The command IP route 192.168.100.160 255.255.255.224 192.168.10.2 was 

issued on arouter. No routing protocols or other static routes are configured on the 

router. Whichstatement is true about this command? 

A. The interface with IP address 192.168.10.2 is on this router. 

B. The command sets a gateway of last resort for the router. 

C. Packets that are destined for host 192.168.100.160 will be sent to 

192.168.10.2. 

D. The command creates a static route for all IP traffic with the source address 

192.168.100.160. 

Answer: C 

 

15.In computer security, …………………….. means that the 

information in a computer system only be accessible for reading by authorized 

parities. 



 

A) Confidentiality 

B) Integrity 

C) Availability 

D) Authenticity 

Answer: A 

 

16. You are working as a Security Analyst in a company XYZ that owns the 

whole subnet range of 23.0.0.0/8 and 192.168.0.0/8. 

While monitoring the data, you find a high number of outbound connections. 

You see that IP’s owned by XYZ (Internal) and private IP’s are communicating 

to aSingle Public IP. Therefore, the Internal IP’s are sending data to the Public 

IP.After further analysis, you find out that this Public IP is a blacklisted IP, and 

the internal communicating devices are compromised. 

What kind of attack does the above scenario depict? 

A. Botnet Attack 

B. Spear Phishing Attack 

C. Advanced Persistent Threats 

D. Rootkit Attack 

 

Answer: A 

 

17. An attacker, using a rogue wireless AP, performed an MITM attack and 

injected an HTML code to embed a malicious applet in all HTTP connections. 

When users accessed any page, the applet ran and exploited many machines. 

Which one of the following tools the hacker probably used to inject HTML 

code? 

A. Wireshark 

B. Ettercap 

C. Aircrack-ng 

D. Tcpdump 

 

Answer: B 

 

18. A company's policy requires employees to perform file transfers using 

protocols which encrypt traffic. You suspect some employees are still 

performing file 

transfers using unencrypted protocols because the employees do not like 

changes. You have positioned a network sniffer to capture traffic from the 

laptops used 



 

by employees in the data ingest department. Using Wire shark to examine the 

captured traffic, which command can be used as a display filter to find 

unencrypted 

file transfers? 

A. tcp.port != 21 

B. tcp.port = 23 

C. tcp.port ==21 

D. tcp.port ==21 || tcp.port ==22 

 

Answer: D 

 

19. John the Ripper is a technical assessment tool used to test the weakness of 

which of the following? 

A. Usernames 

B. File permissions 

C. Firewall rulesets 

D. Passwords 

 

Answer: D 

 

20. How do employers protect assets with security policies pertaining to 

employee surveillance activities? 

A. Employers promote monitoring activities of employees as long as the 

employees demonstrate trustworthiness. 

B. Employers use informal verbal communication channels to explain employee 

monitoring activities to employees. 

C. Employers use network surveillance to monitor employee email traffic, 

network access, and to record employee keystrokes. 

D. Employers provide employees written statements that clearly discuss the 

boundaries of monitoring activities and consequences. 

 

Answer: D 

 

 

21. An IT employee got a call from one of our best customers. The caller 

wanted to know about the company's network infrastructure, systems, and team. 

New opportunities of integration are in sight for both company and customer. 

What should this employee do? 

A. Since the company's policy is all about Customer Service, he/she will 

provide information. 

B. Disregarding the call, the employee should hang up. 



 

C. The employee should not provide any information without previous 

management authorization. 

D. The employees can not provide any information; but, anyway, he/she will 

provide the name of the person in charge. 

 

Answer: C 

 

22. An incident investigator asks to receive a copy of the event logs from all 

firewalls, proxy servers, and Intrusion Detection Systems (IDS) on the network 

of an organization that has experienced a possible breach of security. When the 

investigator attempts to correlate the information in all of the logs, the sequence 

of many of the logged events do not match up. 

What is the most likely cause? 

A. The network devices are not all synchronized. 

B. Proper chain of custody was not observed while collecting the logs. 

C. The attacker altered or erased events from the logs. 

D. The security breach was a false positive. 

 

Answer: A 

 

23. Due to a slowdown of normal network operations, IT department decided to 

monitor internet traffic for all of the employees. From a legal stand point, what 

would be troublesome to take this kind of measure? 

A. All of the employees would stop normal work activities 

B. IT department would be telling employees who the boss is 

C. Not informing the employees that they are going to be monitored could be an 

invasion of privacy. 

D. The network could still experience traffic slow down. 

 

Answer: C 

 

24. Which Nmap option would you use if you were not concerned about being 

detected and wanted to perform a very fast scan? 

A. u2013T0 

B. u2013T5 

C. -O 

D. –A 

 

Answer: B 

 



 

25. Your company performs penetration tests and security assessments for small 

and medium-sized business in the local area. During a routine security 

assessment, you discover information that suggests your client is involved with 

human trafficking. 

What should you do? 

A. Confront the client in a respectful manner and ask her about the data. 

B. Copy the data to removable media and keep it in case you need it. 

C. Ignore the data and continue the assessment until completed as agreed. 

D. Immediately stop work and contact the proper legal authorities. 

 

Answer: D 

 

26. A Certkiller security System Administrator is reviewing the network system 

log files. 

He notes the following: 

- Network log files are at 5 MB at 12:00 noon. 

- At 14:00 hours, the log files at 3 MB. 

What should he assume has happened and what should he do about the 

situation? 

A. He should contact the attacker's ISP as soon as possible and have the 

connection 

disconnected. 

B. He should log the event as suspicious activity, continue to investigate, and 

take further 

steps according to site security policy. 

C. He should log the file size, and archive the information, because the router 

crashed. 

D. He should run a file system check, because the Syslog server has a self 

correcting file 

system problem. 

 

Answer: B 

 

27. Sam is working as s pen-tester in an organization in Houston. He performs 

penetration testing on IDS in order to find the different ways an attacker uses to 

evade the IDS. Sam sends a large amount of packets to the target IDS that 

generates alerts, which enable Sam to hide the real traffic. What type of method 

is Sam using to evade IDS? 

A. Denial-of-Service 

B. False Positive Generation 

C. Insertion Attack 



 

D. Obfuscating 

 

Answer: B 

 

28. The security administrator of ABC needs to permit Internet traffic in the 

host 10.0.0.2 and UDP traffic in the host 10.0.0.3. He also needs to permit all 

FTP traffic to the rest of the network and deny all other traffic. After he applied 

his ACL configuration in the router, nobody can access to the ftp, and the 

permitted hosts cannot access the Internet. According to the next configuration, 

what is happening in the network? 

A. The ACL 104 needs to be first because is UDP 

B. The ACL 110 needs to be changed to port 80 

C. The ACL for FTP must be before the ACL 110 

D. The first ACL is denying all TCP traffic and the other ACLs are being 

ignored by the router 

 

Answer: D 

 

29. Some clients of TPNQM SA were redirected to a malicious site when they 

tried to access the TPNQM main site. Bob, a system administrator at TPNQM 

SA, found that they were victims of DNS Cache Poisoning. What should Bob 

recommend to deal with such a threat? 

A. The use of security agents in clientsu2019 computers 

B. The use of DNSSEC 

C. The use of double-factor authentication 

D. Client awareness 

 

Answer: B 

 

 

30. Bob, a network administrator at BigUniversity, realized that some students 

are connecting their notebooks in the wired network to have Internet access. In 

the university campus, there are many Ethernet ports available for professors 

and authorized visitors but not for students. 

He identified this when the IDS alerted for malware activities in the network. 

What should Bob do to avoid this problem? 

 

A. Disable unused ports in the switches 

B. Separate students in a different VLAN 

C. Use the 802.1x protocol 



 

D. Ask students to use the wireless network 

 

Answer:  C 

 

31. On performing a risk assessment, you need to determine the potential 

impacts when some of the critical business process of the company interrupt its 

service. What is the name of the process by which you can determine those 

critical business? 

A. Risk Mitigation 

B. Emergency Plan Response (EPR) 

C. Disaster Recovery Planning (DRP) 

D. Business Impact Analysis (BIA) 

 

Answer: D 

 

32. On performing a risk assessment, you need to determine the potential 

impacts when some of the critical business process of the company interrupt its 

service. What is the name of the process by which you can determine those 

critical business? 

A. Risk Mitigation 

B. Emergency Plan Response (EPR) 

C. Disaster Recovery Planning (DRP) 

D. Business Impact Analysis (BIA) 

 

Answer: D 

 

33. Bob, a system administrator at TPNQM SA, concluded one day that a DMZ 

is not needed if he properly configures the firewall to allow access just to 

servers/ports, which can have direct internet access, and block the access to 

workstations. Bob also concluded that DMZ makes sense just when a stateful 

firewall is available, which is not the case of TPNQM SA. 

In this context, what can you say? 

A. Bob can be right since DMZ does not make sense when combined with 

stateless firewalls 

B. Bob is partially right. He does not need to separate networks if he can create 

rules by destination IPs, oneby one 

C. Bob is totally wrong. DMZ is always relevant when the company has internet 

servers and workstations 

D. Bob is partially right. DMZ does not make sense when a stateless firewall is 

available 



 

 

Answer: C 

 

34. Bob, a system administrator at TPNQM SA, concluded one day that a DMZ 

is not needed if he properly configures the firewall to allow access just to 

servers/ports, which can have direct internet access, and block the access to 

workstations. Bob also concluded that DMZ makes sense just when a stateful 

firewall is available, which is not the case of TPNQM SA. 

In this context, what can you say? 

A. Bob can be right since DMZ does not make sense when combined with 

stateless firewalls 

B. Bob is partially right. He does not need to separate networks if he can create 

rules by destination IPs, one 

by one 

C. Bob is totally wrong. DMZ is always relevant when the company has internet 

servers and workstations 

D. Bob is partially right. DMZ does not make sense when a stateless firewall is 

available 

 

Answer: C 

 

35. In Risk Management, how is the term "likelihood" related to the concept of 

"threat?" 

A. Likelihood is the likely source of a threat that could exploit a vulnerability. 

B. Likelihood is the probability that a threat-source will exploit a vulnerability. 

C. Likelihood is a possible threat-source that may exploit a vulnerability. 

D. Likelihood is the probability that a vulnerability is a threat-source. 

 

Answer: B 

 

36. DNS cache snooping is a process of determining if the specified resource 

address is present in the DNS cache records. It may be useful during the 

examination of the network to determine what software update resources are 

used, thus discovering what software is installed. 

What command is used to determine if the entry is present in DNS cache? 

A. nslookup -fullrecursive update.antivirus.com 

B. dnsnooping u2013rt update.antivirus.com 

C. nslookup -norecursive update.antivirus.com 

D. dns --snoop update.antivirus.com 

 



 

Answer: C 

 

 

37. To determine if a software program properly handles a wide range of invalid 

input, a form of automated testing can be used to randomly generate invalid 

input in an attempt to crash the program.What term is commonly used when 

referring to this type of testing? 

A. Randomizing 

B. Bounding 

C. Mutating 

D. Fuzzing 

 

Answer: D 

 

38. Which of the following cryptography attack is an understatement for the 

extraction of cryptographic secrets the password to an encrypted file from a 

person by a coercion or torture? 

A. Chosen-Cipher text Attack 

B. Ciphertext-only Attack 

C. Timing Attack 

D. Rubber Hose Attack 

 

Answer: D 

 

39. Chandler works as a pen-tester in an IT-firm in New York. As a part of 

detecting viruses in the systems, he uses a detection method where the anti-virus 

executes the malicious codes on a virtual machine to simulate CPU and memory 

activities. 

Which type of virus detection method did Chandler use in this context? 

A. Heuristic Analysis 

B. Code Emulation 

C. Integrity checking 

D. Scanning 

 

Answer: B 

 

40. If an attacker uses the command SELECT*FROM user WHERE name = 

u2018xu2019 AND userid IS NULL; 

--u2018; which type of SQL injection attack is the attacker performing? 

A. End of Line Comment 



 

B. UNION SQL Injection 

C. Illegal/Logically Incorrect Query 

D. Tautology 

 

Answer: D 

 

41. Which of the following is a mutation technique used for writing buffer 

overflow exploits in order to avoid IDS and other filtering mechanisms? 

a) Assuming that a string function is exploited, send a long string as the input 

b) Randomly replace the NOPs with functionally equivalent segments of the 

code (e.g.: x++; x-; ? NOP NOP) 

c) Pad the beginning of the intended buffer overflow with a long run of NOP 

instructions (a NOP slide or sled) so the CPU will do nothing until it gets to the 

“main event” 

d) Make a buffer to overflow on the lower part of heap, overwriting other 

dynamic variables, which can have unexpected and unwanted effects. 

 

Answer: B 

 

42. Which set of access control solutions implements two-factor authentication? 

A. USB token and PIN 

B. Fingerprint scanner and retina scanner 

C. Password and PIN 

D. Account and password 

 

Answer: A 

 

43. Which method of password cracking takes the most time and effort? 

A. Shoulder surfing 

B. Brute force 

C. Dictionary attack 

D. Rainbow tables 

 

Answer: B 

 

44. The outcome of Dijkstra’s calculation is used to populate the  

      a. Topology table  b. Routing table c. Neighbor table  

d. Adjacency table 

 

Answer: B 

 



 

45. Which of the following simulates an attack by a malicious party. 

      a. Security Audit   b. Vulnerability Scan 

      c. Vulnerability Assessment  d. Penetration Test 

 

Answer: D 

 

46. A firewall is installed at the point where the secure internal network and 

untrusted external network meet which is also known as  

       a.  Chock point b.   Meeting point c. Firewall point d. Secure point 

Answer: A 

47. Main difference between SNMPv3 and SNMPv2 is the 

A. management 

B. integration 

C. classification 

D. enhanced security 

Answer: D 

48.Which option mitigates VLAN Hopping and Double-tagging VLAN 

Hopping Attacks? 

a) Ensuring that the native VLAN of the trunk ports is different from the native 

VLAN of the user ports 

b) Ensuring that the native VLAN of the trunk ports is the same as the native 

VLAN of the user ports 

c) Setting the trunk port to “off.” 

d) Enabling auto trunking negotiations. 

 

Answer: A 

 

49. While troubleshooting a connection problem on a computer, you determined 

that the computer can ping a specific web server but it cannot connect to TCP 

port 80 on that server. Which reason for the problem is most likely true? 

 

A. A VLAN number is incorrect 

B. An ARP table entry is missing 

C. A route is missing 

D. An ACL is blocking the TCP port 

 

Answer: D 

 



 

50. A web client is sending a request for a webpage to a web server. From the 

perspective of the client, what is the correct order of the protocol stack that is 

used to prepare the request for transmission? 

A. HTTP, IP, TCP, Ethernet 

B. HTTP, TCP, IP, Ethernet 

C. Ethernet, TCP, IP, HTTP 

D. Ethernet, IP, TCP, HTTP 

Answer: B 

51.A user sends an HTTP request to a web server on a remote network. During 

encapsulation for this request, what information is added to the address field of 

a frame to indicate the destination? 

A. the MAC address of the default gateway 

B. the IP address of the destination host 

C. the MAC address of the destination host 

D. the IP address of the default gateway 

Answer: A 

 

52. What is an example of network communication that uses the client-server 

model? 

A. A user uses eMule to download a file that is shared by a friend after the 

file location is determined. 

B. A workstation initiates an ARP to find the MAC address of a receiving 

host. 

C. A user prints a document by using a printer that is attached to a 

workstation of a coworker.  

D. A workstation initiates a DNS request when the user types 

www.cisco.com in the address bar of a web browser. 

Answer: D 

53. What addressing information is recorded by a switch to build its MAC 

address table? 

A. the destination Layer 3 address of incoming packets 

B. the destination Layer 2 address of outgoing frames 

C. the source Layer 3 address of outgoing packets 



 

D. the source Layer 2 address of incoming frames 

Answer: D 

 

54. Which destination address is used in an ARP request frame? 

A. 0.0.0.0 

B. 255.255.255.255 

C. FFFF.FFFF.FFFF 

D. 01-00-5E-00-AA-23 

 

Answer: C 

 

55. Which item represents the standard IP ACL? 

A. Access-list 110 permit any any 

B. Access-list 50 deny 192.168.1.1 0.0.0.255 

C. Access list 101 deny tvp any host 192.168.1.1 

D. Access-list 2500 deny tcp any host 192.168.1.1 eq 22 

 

Answer: B 

 

56. What protocol provides CIA? 

A.    HA 

B.    ESP 

C.    IKEV1 

D.    IKEV2 

Answer: B 

 

57. What is the default maximum segment size for TCP traffic? 

A. 536  

B. 1492  

C. 1500  

D. 1508  

 

Answer: A 

 

58. Which type of attack is prevented when you configure Secure Shell (SSH)? 

a)DoS session spoofing 



 

b) Man-in-the-middle attack 

c) Dictionary attack 

d) Buffer overflow 

 

Answer: B 

 

59. Which address does a NIC use when deciding whether to accept a frame? 

A. source IP address 

B. source MAC address 

C. destination IP address 

D. destination MAC address 

Answer: D 

60. Which layer in the TCP/IP model is used for formatting, compressing, and 

encrypting data? 

A. internetwork 

B. session 

C. presentation 

D. application 

Answer: D 

 

 


